Form Approved
REPORT DOCUMENTATION PAGE OMB No. 0704-0188

The public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources,
gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection
of information, including suggestions for reducing the burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports
(0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be
subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YYYY) 2. REPORT TYPE 3. DATES COVERED (From - To)
31-08-2011 Final Report 01-09-2010 - 31-08-2011

4. TITLE AND SUBTITLE ba. CONTRACT NUMBER

Mapping Attack Paths in Black-Box Networks Through Passive Vulnerability

Inference

5b. GRANT NUMBER
FA9550-08-1-0157

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER
Anup Ghosh, Steve Noel, Sushil Jajodia

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
GMU Center for Secure Information Systems REPORT NUMBER

4400 University Dr, MS 5B5
Fairfax, VA 22030

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR'S ACRONYM(S)

Air Force Office of Scientific Research
875 N. Randolph St.

Suite 325 11. SPONSOR/MONITOR'S REPORT

Arlington, VA 22203 NUMBER(S)
AFRL-OSR-VA-TR-2012-0243

12. DISTRIBUTION/AVAILABILITY STATEMENT
Distribution Statement A -- Approved for Public Release

13. SUPPLEMENTARY NOTES

14. ABSTRACT

This project investigates stealthy techniques for mapping attack graphs through black- box networks.

This provides a powerful new capability for network reconnaissance and attack planning, when open scanning is not an option.

We employ purely passive inference, as well as new hybrid passive/active techniques that provide more comprehensive attack plans
while maintaining nearly zero risk of detection.

We infer network configuration (topology, devices, services, etc.), as well as functional semantics of network components for
intelligent targeting. We map discovered network elements to potentially exploitable vulnerabilities.

15. SUBJECT TERMS
Security. Passive vulnerability inference.

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF |18. NUMBER |19a. NAME OF RESPONSIBLE PERSON
a. REPORT |b. ABSTRACT | c. THIS PAGE ABSTRACT SEGES Robert Herklotz
19b. TELEPHONE NUMBER (include area code)
UNCLAS UNCLAS UNCLAS
35 703-696-6565

Standard Form 298 (Rev. 8/98)
Prescribed by ANSI Std. Z39.18


masona
Typewritten Text
875 N. Randolph St.
Suite 325
Arlington, VA 22203

masona
Typewritten Text
AFRL-OSR-VA-TR-2012-0243

masona
Typewritten Text

masona
Typewritten Text


The Center for Secure Information Systems

Research Building I
George Mason University
Fairfax, VA 22030-4444

FINAL REPORT

MAPPING ATTACK PATHS
IN BLACK-BOX NETWORKS
THROUGH PASSIVE VULNERABILITY INFERENCE

Attack
Graph
Engine \
Stealt Analysis
Actﬁ;be'.y y

Passive ) And
D s overy Discovery Visualization

Courses
Of Action

BY

CENTER FOR SECURE INFORMATION SYSTEMS
AUGUST 30,2011



CONTENTS

1.
2.

3.

|

|©n

|

I~

|

31
3.2
3.3
34

4.1
4.2

51
5.2

6.1
6.2
6.3

INTRODUCTION 1
OVERVIEW OF APPROACH 2
PASSIVE NETWORK INFERRENCE 4
OS and Application Detection 5
Service Detection 6
Network Communication Patterns 9
Local Segment Detection 10
STEALTHY ACTIVE TECHNIQUES 12
Insider Inference of Firewall Rules 12
Opening Firewall Holes via Insider 15
DISCOVERY OF LAYER-2 TOPOLOGY 18
Network Distance Inference 19
Shared Path Inference 21
NETWORK MONITORING AND CHANGE DETECTION 24
Triangular Sampling 25
Topology Reconstruction 26
EXperiments..........cceeeescanccascseans 28
MULTI-STEP ATTACK GRAPH MODELING 29
REFERENCES 33




FIGURES

Figure 1: Components of stealthy black-box network attack planning. ................. 2
Figure 2: Simple deployment architectures. ..., 3
Figure 3: Distributed deployment architecture. ..., 3
Figure 4: MS Browser Protocol for OS detection. ............ccceeveeiiiiiiiiiiiiieeeeeeeee 5
Figure 5: Windows Major and Minor versions (from [12]).........ccoveeriiiiiiiiiiiiiinnnenn. 5
Figure 6: User-Agent headers for web browser identification. ...............cccceeeneee. 6
Figure 7: Structure of observed traffic packets. .........cccccoviiiiiiiii 6
Figure 8: Inferring tWo NEtWOrK SErvers. ..........coooiiiiiiiiiiiiiieeee e 7
Figure 9: Inferring @ DNS SEIVET. .....coooiiiiieeie e 7
Figure 10: Set of excluded ProtOCOIS.............ueiiiiiiiiiiii e 8
Figure 11: Interesting inferred network activity. ... 8
Figure 12: Sample patterns for detecting known network services. ...................... 9
Figure 13: Levels of abstraction for network communication patterns. ............... 10
Figure 14: Separating traffic patterns into independent components. ................. 10
Figure 15: Inferred network model for input to attack graph analysis.................. 11
Figure 16: Stealthy inference of firewall holes in target network. ........................ 13
Figure 17: Structure of inferred firewall effects. ..........cccooiiiiiii 13
Figure 18: Example inferred firewall policy rules...........ccvvveeiiiiiiiiiiiiiiiiiiiieeee, 14
Figure 19: Inside agent opening firewall hole for outside agent. .............cccccc..... 15
Figure 20: Outsider detects own allocated client port. ..........cccoccvieeiiiiiiieeinnnn, 16
Figure 21: Insider spoofs target host packets that open firewall. ........................ 17
Figure 22: Outsider tells insider its next client port number. ............ccccceeeeeinnnis 17
Figure 23: Outsider has taken control of inside target host............ccccccceiiiiiis 18
Figure 24: Exposing network structure from a vantage point. .............cccccccoeeie 19
Figure 25: Plateau isolation filter improves estimation of network distances. .....20
Figure 26: Inferring network distance from RTT growth model. .......................... 21
Figure 27: Parameter representing path overlap from probe to two hosts. ......... 21
Figure 28: Example network for Layer-2 topology discovery. ..........cccccceeeeennnnee 22
Figure 29: Broadcast ARP request and anSWer. ...........ccccceveeeiiiiiicinnnneeeee e 23
Figure 30: Effects of broadcast ARP stream on switch forwarding tables........... 23
Figure 31: ARP direct request and answer. ..o 24
Figure 32: Example network topology (a) and its distance matrix (b).................. 26
Figure 33: Clustering triangular sSamplings. .........coooiiiiiiiiiiiiei e 27
Figure 34: Example network topology for testing. ............eeeeeieiiiiiiiiiiiiis 28
Figure 35: Clustering correctness for various network sizes. ...........cccccceeeeeeennnes 29
Figure 36: Attack graph showing outsiders attacking insiders. ..........ccccccceeeeeen. 30
Figure 37: Histogram of observed TTL values. ............cccocciiiiiiiiiin 30
Figure 38: Network model with attackers in multiple segments. ...........ccccceeee. 31
Figure 39: Attack graph with attackers in multiple segments. ............ccccccceeienis 32
Figure 40: Tool for attack-graph based strategic planning. ............ccccccceieeennnis 33

ii



1. INTRODUCTION

This project investigates stealthy techniques for mapping attack graphs through black-
box networks. This provides a powerful new capability for network reconnaissance and
attack planning, when open scanning is not an option. We employ purely passive
inference, as well as new hybrid passive/active techniques that provide more
comprehensive attack plans while maintaining nearly zero risk of detection.

We infer network configuration (topology, devices, services, etc.), as well as
functional semantics of network components for intelligent targeting. We map
discovered network elements to potentially exploitable vulnerabilities. From this we find
the possible multi-step vulnerability paths through a target network, and recommend best
courses of action (e.g., additional information to gather, new hosts to control). We
demonstrate purely passive inference of topology, protocols, and services of target
networks, as well as a novel approach for stealthy scanning through firewalls via
collaboration with an outside agent.

Research contributions of this project include the following:
e Methods of passive inference from network traffic:

o OS detection via web browser user agent messages.

o Detection of network services and their possible vulnerabilities.
o Patterns of communication among workstations and servers.

o IP packet time-to-live (TTL) for inferring network topology.

e “Inside-Out Collaborative Scanning” for stealthy network scanning:

o Exploits inherent design weakness of current-generation
firewalls.

o Leverages insider presence (e.g., software agent) to create hole
through firewall.

o Allows outside collaborator to access (scan or exploit) arbitrary
target machines inside network.

o Insider sends only single packet to open a target port, spoofing
the outside collaborative scanner address.

o Insider never reveals own IP address.

o Technique experimentally verified.

e Overall system architecture for stealthy passive/active network
reconnaissance tool.

e Automatic discovery and change detection for Layer-2 devices
(switches).

e Capabilities for visual analysis and reasoning for network
reconnaissance.

e Mapping from discovered network elements (target subnets, hosts,
services, connectivity, etc.) to input model for multi-step attack graph
modeling for intelligent attack planning.



2. OVERVIEW OF APPROACH

Figure 1 is an overview of our approach to stealthy inference and attack planning for
black box networks. In this approach, we infer as much as possible about a target
network through purely passive observation. We then use what is learned passively to
guide stealthy active scanning techniques. Network reconnaissance data, from both
passive and active modes, are used as inputs for attack graph modeling. Analysis of the
resulting network model shows the possible multi-step paths through the target network,
organized as a concise attack graph.
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Figure 1: Components of stealthy black-box network attack planning.

Through visual analysis and interactive navigation of the attack graph, analysts can
plan optimal strategies for attack against the target network. This may include steps for
gathering more network reconnaissance data, or exerting greater control over the
network. Our approach is agent-based, in that software agents either inside the target
network or cooperating agents outside the target network are used to gather and
communicate reconnaissance data. In some circumstances, the vantage points of inside
agents may allow for penetration deeper into the target network, through deployment of
new agents.

In the simplest possible deployment architecture, shown in Figure 2(a), an inside
agent is positioned inside a target network. Such an inside agent could determine its own
local host configuration, and could passively observe traffic within its network segment
and infer some information about other hosts. For example, it could detect which outside
hosts are allowed to connect to target hosts, thus inferring firewall holes. It could also
detect services on target hosts, and in some cases operating systems and known
vulnerabilities. The inside agent could then communicate its reconnaissance data to an
attack planning component outside the target network, e.g., via some covert channel.
Although the details of such covert communication are outside the scope of this project,
we note that firewalls and intrusion detection systems generally consider such outbound
traffic benign. Also, the inside agent could communicate to the outside by spoofing the
address of another inside host, never revealing its own address.
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Figure 2: Simple deployment architectures.

As we describe in Section 4, we introduce new techniques for stealthy network
reconnaissance that involve cooperation between the inside agent and an outside agent.
This is depicted in Figure 2(b). The inside agent sends minimal traffic to the outside
agent, by spoofing the source address of an inside target host. This opens a temporary
hole in the firewall that allows the outside agent to connect to the target host. Under this
architecture, the outside agent must share its reconnaissance data with an attack planning
component. Ideally, this is done through an intermediary outside service that interfaces
with the outside agent and stores its reconnaissance data. That same service can then
interact with the attack planning component to populate its predictive attack models.
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Figure 3: Distributed deployment architecture.

More realistic deployment architecture is depicted in Figure 3. This shows inside
agents deployed on two different segments of the target network. For example, Inside



Agent A could have injected executable code into traffic destined for Target Segment B
as it traversed its local Target Segment A, thus compromising a host in Segment B. This
architecture is more distributed than Figure 2, with both inside agents and outside agents
communicating with one or more outside reconnaissance data servers. This helps
minimize detection by distributing over multiple destination addresses, as well as
provides redundancy in the case of server or network failures. Similarly, attack planning
workstations could communicate with one or more reconnaissance data servers.

3. PASSIVE NETWORK INFERRENCE

A variety of reconnaissance data about a network may be gleaned passively. This
includes internal hosts in the network, as well as external hosts that communicate with
them. Host names, internet (IP) addresses, and hardware (MAC) addresses are readily
detected for internal hosts, for the local segment of an inside agent. To some degree of
accuracy, host operating system and version can be fingerprinted, as well as client
applications and services. A machine’s logical location (number of network hops) can
also be inferred with some confidence. Through analysis of the application layer,
usernames and passwords can sometimes be discovered, as well as sensitive data.
Indeed, some network components are discovered passively that are not discovered
through active scanning [1][2][3][4][5], such as some client-side applications and their
vulnerabilities, port-based trust relationships, or services that are not available during the
time of the active scan. Also, active scans are snapshots at a particular point in time,
while passive scanning can work constantly.

Currently available tools for passive network scanning include Tenable PVS
(vulnerability scanner) [6], pOf[7] and ettercap [8] (OS fingerprinting), and Snort
IDS [9], which can be configured for general-purpose traffic analysis. Also, some
commercial tools employ passive detection of hosts on the network, and then target those
hosts with active scans.

However, passive scanning does have significant limitations. It cannot detect the
patch level of a host OS, which is important for mapping to known vulnerabilities.
Services that are available but not communicating with other hosts are not discovered.
Moreover, in many cases detection accuracy is low. In one study [10], a high error rate is
reported for ettercap for passive OS fingerprinting. Our own informal tests with the pOf
tool showed significant OS misclassifications. Also, while techniques exist for detecting
services and their vulnerabilities, this largely relies on service banners, which can be
easily changed by administrators.

Because of the inherent limitations of passive network inference, we supplement
purely passive techniques with stealthy active techniques. We passively detect network
hosts and their services, and then rely on cooperation with an outside agent for active
scanning that detects vulnerabilities in those services. We can also leverage the vantage
point of an insider presence for injection attacks that deploy insider agents on other hosts,
e.g., deeper in the network. These hybrid passive/active techniques are described further
in Section 4.



3.1 OS and Application Detection

As an example of detecting a host OS passively, consider Figure 4. This shows
instances of Microsoft Windows Browser Protocol [11] (used for host name resolution),
which we collected from live network traffic. This protocol reports major and minor OS
version. This allows us to infer the OS to some degree of accuracy, based on known
values for the various Windows platforms [12], as shown in Figure 5.

field (2
= showname
1 |05 Major Version: 4
(a) 2 |05 Minor Version: 9
Microsoft windows Browser Protocol field
Command: Host Announcement (0x01) field (2
Update Count: 0 = showname
Update Periodicity: 12 minutes 1 0S Majer Version: 3
Host Name: HAIER 2 05 Minor Version: 10
0S Major Version: 5 n
0S Minor Vversion: 1 field
= Server Type: 0x00001003 field (2

Browser Protocol Major Version: 15
Browser Protocol Minor Version: 1
Signature: Oxaa55s

Host Comment: haidong's IBM

= showname
1 |05 Major Version:
2 |05 Minor Version: 5

nl—

field
field (2
= showname

(b) 1 05 Major Verzion: 5
2 |05 Winor Version: 1

Figure 4: MS Browser Protocol for OS detection.

For example, the observed IP packet in Figure 4(a) shows Major 5/Minor 1. From
Figure 5, we infer that this host is running Windows XP or XP Service Pack 2. From
other detected packets shown in Figure 4(b), hosts with Major 4/Minor 9 and Major
3/Minor 10 are older than Windows 98.

Win
Win 95 Win Win XP 2003 Win Win
Win95 O5RZ Win98 WinSE WinMe WinNT4 2000 Win XP 5P2 Server  Vista Vista SP1
PlatformID 1 1 1 1 1 2 2 2 2 2 2 2
Major Version 4 4 4 4 4 4 5 5 5 5 6 6
Minor Version 0 0 10 10 90 0 0 1 1 2 0 0
Build 950" 1111 1998 2222 3000 1381 2195 2600 2600 37%0 6000 6001

Figure 5: Windows Major and Minor versions (from [12]).

As another example, we employ passive inference to detect applications running on a
host. In this case, we detect web browsers being used on a host. As shown in Figure 6,
we passively observe HTTP User-Agent headers on the network. Web clients use the
User-Agent to report to web servers the kind of browser they are. In this example, we
install 3 different web browsers on a host — Internet Explorer, Firefox, and Safari. We
then use each browser to connect to a web server, and passively observe the web traffic.
In Figure 6(a), Figure 6(b), and Figure 6(c), we show the observed User-Agent headers
for Internet Explorer, Firefox, and Safari (respectively), along with the actual full version
of each browser. For Firefox and Safari, the User-Agent matches the actual 3-level



versions exactly. For Internet Explorer, it correctly identifies to Version 7.0 (2 version
levels). An on-line database is available [13] giving User-Agent headers for a variety of
web applications, including browsers, search engines, and web crawlers.

Windows*
Internet Explorer7
Version: 7.0.5730.11

UserAgent: Mzw"l'la/fl.l] (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; InfoPath.2; .NET CLR 2.0.50727)\r\n

(a)

) Firefox

version 3.0.1
User-Agent: Mozilla/5.0 (Windows;

U; Windows NT 5.1; en-US; rv:1.9.0.1) Gecko/2008070208 Firefox/3.0.1\r\n

Safari

(c)

r-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.19 (KHTML, like Gecko) Version/3.1.2 Safari/525.21\r]

Wersion 3.1.2 (525.21)

Figure 6: User-Agent headers for web browser identification.

3.2 Service Detection

Other than host OS and client applications, we can also use passive inference to map
services on a target network. A basic function is the analysis of protocols observed in
network traffic. Figure 7 shows network traffic broken down by packets. Each packet
contains a number of protocols in the network stack. For example, the first packet in
Figure 7 is for address resolution (ARP), i.e., mapping from IP address to MAC address.
Other packets might be for domain name resolution (DNS), mapping domain names to IP
address, web (HTTP) packets, etc. These higher-level protocols are encapsulated above
the lower-level frames and Ethernet protocol.

packet (2715
{} proto
1 i proto (¢
= name| = pos|= showname = size = pos {) field
1 geninfo |0 General information &0 field (4
= name = pos|= show = showname| = value
1m0 1 Number 1
2 len o 60 Packet Length |3c
3 caplen |0 80 Captured Length 3c
4 timestamp 0 Sep 18, 2008 16:37:33.101931000 Caplured Time | 1221770253.10193100
2 frame Frame 1 (80 bytes on wire, 60 bytes captured) &0 o i field (12
3 eth Ethernet Il, Src: Intel_bf-4c:da (00:04:23:bf:4c:da), Dst: Broadcast (FEFEATAE A1) 14 o i field (<
|4 ap Address Resolution Protocol (request) 28 16 xifield(®
2 i proto (5
= name| = pos|= showname = size = pos {) field
1 geninfo |0 General information 203 field (4
= name = pos|= show = showname| = value
1m0 2 Number 2
2 len o 203 Packet Length |cb
3 caplen |0 203 Captured Length|cb
4 timestamp 0 Sep 18, 2008 16:37:33.103939000 Caplured Time | 1221770253.10393900
2 frame Frame 2 (203 bytes on wire, 203 bytes captured) 203 o i field (12
3 eth Eihernet Il, Src: Intel_bf-4c:da (00:04:23:bf:4c:da), Dst: Pvémeast_00:00:fb (01:00:5e:00:00:f) 14 |0 i field (3
4 Internet Protocol, Src: 129.174.114.168 (120.174.114.168), Dst: 224.0.0.251 (224.0.0.251) 20 |14 v field (12
5 udp User Datagram Frotocol, Src Port: mdns (5353), Dst Fort: mdns (5353) ] 34 vifield (7
|6 dns Domain Name System (query) 161 42 ifield (8
3 = proto it

Figure 7: Structure of observed traffic packets.

As an initial analysis, we show all observed packets, plotted by source and destination
(Figure 8). This represents 8,715 packets observed on a live network over the course of



about 15 minutes. From this plot, we can infer the likely existence of 2 servers
(columns), which are each communicating with multiple clients (rows).

o0®
42.32.194.94 ° ..........
@ o® o0
42146,37.102 L L= L oo 0@ e L
® e o000
@ [ )

120.174.52.5
O 12917411447 o
() Protocol
g reerrenass ] ® cth
—
= 12017411375 @
o
) 120174113202

l Inferred

129.174.112.9 ®
Server
12917411224 Inferred
12917411215 Server
®
®

209.85.143.104  224.0.0.251 42.036.83 42.130.9.47 42.159.160.91 4219521015 4225208107  42.32.194.95 42.70.59.63

Destination IP

Figure 8: Inferring two network servers.

To further classify these servers, we go higher up the network stack and plot source
and destination for traffic specific to DNS (Figure 9). This clearly shows that we can
infer the IP address of a DNS server (column) in this network. Domain name resolution

is a critical network service, so that this DNS server becomes an important potential
attack target.

4229462

[ ]
42.0.36.52
[ ]

128174 114,59
Q. 12917411420
- Protocol
Q 120174114126
(8] @ dns
—
= 12047411373
o
[V BT ZRREE-+]

129.174.113.136 Inferred /

120174.112.233 DNS Server

129.174.112.147

129174973 22400251 42 167 41.66

Destination IP

Figure 9: Inferring a DNS server.

For this same traffic, we wish to understand which protocols are present beyond the
routine network management protocols. The idea is to get a better understanding of some

of the application-layer traffic. To do this, we exclude certain protocols from the
analysis, as shown in Figure 10.



<xslfor-each select="pdml/packet"=
<xsl-for-each select="proto"=
<xsloif test="not(

{@name ="ip or
{@name = tcp’ or
{@name = "zip or
{@name = "dhcpvb’ or
@name = "ddp’ or
{@name = "aarp’ or
@name ="nbp’ or
@name = "redbackl or
{@name = "geninfo’ or
@name = frame’ or
@name = "eth’ or
@name = "arp’ or
@name ="udp’ or
@name = fake-field-wrapper or
@name = 'bootp’ or
@name ="stp’ or
@name ="lic" or
@name = "cdp’ or
@name = "dns’ or
@name = "cups’ or
@name ="ipv6’ or
@name =‘icmpve’ or
@name = "sonmp’
)=

Figure 10: Set of excluded protocols.

The resulting plot of source and destination addresses is in Figure 11. From this, we
infer the presence of a web server. We also see isolated user of encrypted traffic (secure
socket layer) and multicasting (e.g., for gaming or video streaming). This kind of
interesting traffic should be analyzed further on a target network. We also infer the
existence of a Windows network, including possible file sharing that could be vulnerable
to attack.
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Figure 11: Interesting inferred network activity.

To make further inferences about passively observed traffic, we wish to go beyond
protocol analysis, to determine exact network services and their versions. This
information would help us map service versions to known vulnerabilities. One approach
is to search network traffic for banners provided by services to their clients, which inform
clients about service configuration. But to do this requires a database of patterns that



match known service banners. We can then passively observe when clients make their
normal connections to a service, and match to our known pattern for that service banner.

As an experiment for building a database of known service banners, we mine data
from the Nessus vulnerability scanner [14]. In particular, we search through the set of
Nessus scripts for active detection of vulnerabilities. In the case of service banners,
Nessus acts as a client, connecting to a target service, then analyzes the resulting banner
for known patterns. We analyze the Nessus scripts for a signature of such banner pattern
matching. With this method, we extracted almost 400 patterns for known service
banners. With this information, we can map directly to known vulnerabilities for those
services. Figure 12 shows examples of such service banner matching patterns.

20 3Com FTP Server Version l‘ [013(1~o ", string:ftpbanner) ||
string:ftpbanner))

100-9]))", string:banner) )
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.nasl: egrep (patt ~Server: 4D WebSTAR.*/(
ec*ep(pa:cerr ~Server: 4D WebSTAR.*/(

egrep (pattern:

\.13\.[0-2][~0-9]))", string:banner) )
13\.14[".1))", string:banner) ) securit
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220 Welcome to

Figure 12: Sample patterns for detecting known network services.

3.3 Network Communication Patterns

Beyond simply enumerating hosts, operating systems, applications, and services on a
target network, it is important to consider more complex interaction among these
components. For this, we employ visualization techniques to make such complex
patterns easier to understand. A basic kind of visual analysis is to show patterns of
communication across the network, from traffic observed by an inside agent. Because
network traffic is so voluminous, it is important to do this kind of analysis at the right
levels of abstraction for informed decision making.

For example, consider Figure 13(a). This shows patterns of network traffic at the
packet level, which is too detailed for easy understanding. In contrast, Figure 13(b)
shows the same network traffic, this time aggregated to host-to-host communication. The
patterns of communication are much clearer.

Thus aggregation serves to help manage complexity for larger network pattern
graphs. A complementary approach is to divide a pattern graphs into its connected
components, in this case, set of intercommunicating hosts. This is shown in Figure 14.
Figure 14(a) shows host-to-host communication patterns for a given set of observed
traffic. Figure 14(b) shows the same patterns, but this time separated by connected
components. In this case we automatically detected 6 different connected components,
and plotted them separately. In an operational attack planning system, each component
could be analyzed independently, focusing on a single set of intercommunicating hosts.
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Figure 13: Levels of abstraction for network communication patterns.
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Figure 14: Separating traffic patterns into independent components.

3.4 Local Segment Detection

In our approach, attack graphs provide a powerful methodology for network attack
planning. A critical requirement for attack graph analysis is to know the different
segments within a target network. In our attack graph model, an important abstraction is
the protection domain, which represents set of machines with full connectivity to one
another’s vulnerable network services, e.g., not filtered by firewalls.

One approach is to infer the local segment of an inside agent host using the time to
live (TTL) field of IP packets. TTL is a limit on the number of network hops that a
packet can make before it is discarded. For each hop, the TTL value is decremented by
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one. By exploiting the fact that most operating systems use known initial values of TTL
(powers of 2), we can infer the number of hops a packets has made at the point we
observe it. As an experiment, we analyze observed TTL values to infer which host are in
the inside agent’s local segment. If a host is observed as sending a packet with a known
initial value, we infer that it is the initial source of this packet, and the host is thus in our
local segment. All other observed hosts are then inferred as being in different segments.

Analysis of TTL for predicting network topology is not always accurate, particularly
when using only passive techniques. For example, packets crafted by custom
applications (versus the operating system network stack) may have arbitrary initial
values. In our experiments, our heuristic correctly detects all hosts in the local segment if
they send traffic. But for hosts in the local segment that receive traffic only, and do not
send it, our heuristic incorrectly classifies them as outside the local segment. However,
once such a host actually sends a packet with a known initial TTL value, we correctly
classify it.

Once we infer network hosts and classify them as inside or outside the local segment,
we build a corresponding network model as input to attack graph analysis. To generate
such a network model, an inside agent observed 3,833 packets over a period of 11
minutes on a live network. We then applied TTL analysis to the observed traffic,
inferring a set of 119 hosts on the agent’s local segment. The remaining 47 observed
hosts were inferred as communicating from outside the local segment. For each outside
host, if we observed communication with an inside host, we modeled that as a connection
to a potentially vulnerable client or service on the inside host. The resulting network
model is shown in Figure 15.

network
« domain (2
= name {} machine
1 adversaryinside = machine (112
2 outziders 4 machine (27
= name {} connection
1125174573 connection
= toxxx
vuln
:| = vid|afosr.packeiTo
2 174137.114.42 = connection to=xx 1
3 192.168.1.255
4 208.111.160.8 | > connection to=
5 208.80.152.2 > connection to=
6 209.62.175.11% | = connection to=
T 2056215011 | = connection to=xx 1
8 215.34.207.72 | > connection to=
9 215.34.207.74 | = connection to=
10 224.0.0.1

Figure 15: Inferred network model for input to attack graph analysis.
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This network model is a first approximation for attack graph analysis. To refine this
model, we need to infer any known vulnerabilities with client or server software on the
target hosts, e.g., though the techniques described in Sections 3.1 and 3.2. Still, the
network model in Figure 15 serves as a good initial input to an attack graph analysis,
which we describe in Section 7.

4. STEALTHY ACTIVE TECHNIQUES

In general, stealthy exploitation of a target machine can be challenging. In a perfect
scenario, one would like to know extensive details about the target, including operating
system version, patches, configurations, language packs, application versions and
configurations, network connectivity, host protection mechanisms, and sometimes even
the number of host CPUs [15].

Much of this target network information is simply not available through passive
network observation. Active vulnerability assessment tools such as Nessus avoid this
problem by directly probing for vulnerabilities. For example to test for a particular
buffer-overflow directory traversal vulnerability, a Nessus script might attempt to
actually to overflow the input buffer on a target host’s service, and then traverse to an
arbitrary file directory on the host. While this approach works for blue-team
vulnerability assessment, it is easily detected when stealth is required.

For the first time, we introduce novel techniques that provide the accuracy of active
scanning, while minimizing the risk of detection. These involve a stealthy insider in the
target network, with a cooperating outsider. The advantage of this unique approach is
that the outsider can generate active traffic for scanning and/or exploiting inside targets,
while the insider remains stealthy. This is a key factor in maintaining stealthy inside
presence in the target network. Our adversaries would consider the outsider’s traffic as
typical scanning attempts (e.g., via intrusion detection systems), or even ignored in cases
where spoofed connections are initiated from the inside.

We introduce two fundamental types of scanning operations:

e Insider observation of existing firewall holes (Section 4.1)
e Spoofed insider to open new firewall holes (Section 4.2)

4.1 Insider Inference of Firewall Rules

In this mode of insider/outsider scanning, we infer the state of one or more firewalls
in a target network. In particular, an outsider infers all firewall holes based on spoofed
responses of a collaborating inside agent. In this mode, the outsider discovers all firewall
holes, versus scanning a single target IP/port.

As shown in Figure 16, the insider passively observes traffic to estimate the IP
address range of the target network segment. This allows the outsider to focus the
probing of firewall holes. The insider passively observes which probe packets reach the
inside (through the firewall), and then echoes those packets to the outsider (spoofing the
other inside targets).

12
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Figure 16: Stealthy inference of firewall holes in target network.

In our approach, the outsider samples the firewall rule-set space, i.e., traffic source
and destination IP addresses, subnet masks, protocols (TCP, UDP, etc.) and specific
ports. In this way, through feedback from the insider (spoofing the inside targets), the
outsider can infer the entire set of policy rules enforced by a firewall. In the case of
multiple firewalls, this approach infers the combined policy enforced by all firewall
layers.

Figure 17 shows the structure of our inferred firewall policy, capturing net
connectivity effects through one or more firewall layers. Because of the observational
nature of our approach, our policy model is stateless, with no dependencies among rules.
Thus our model is much simpler and tractable than usual firewall specification languages.

0.
Source For allowed
connectivity, IF no source is

h
1
1
1
1
:
_________ 1
| firewall I } - rule ﬂ CEH given, all possible source
2 T ! connections are allowsed, IF
1
1
1
1
1
1
1

Lo e Rth . -
& firewyall specification iz 0. riultiple sources are given,
comptised of a set of rules, A single allow rile, Rules each iz allowwad,

evaluated in order, first

. ; 1 1
rnatch is applied to -2 destination
connectivicy, e !

0.
Drestination of connectivity
to be allowed. IFno
destination is given, all
possible destination
connections are allowed,
IF rultiple destinations are
given, each iz allowed,

Figure 17: Structure of inferred firewall effects.
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In our policy model, a firewall effects specification is a set of rules of connectivity
allowed through firewall layers to inside targets. Each rule specifies connectivity from a
source to destination. This corresponds to “allow” rules in usual firewall configurations.
Because we are observing traffic (generated by our outsider) allowed into the network,
usual “deny” rules do not apply (i.e., their effects are represented implicitly). In the
configuration of operational firewall configurations, policy rules can overlap, be
redundant, contradictory, etc. But in our approach we observe firewalls as black boxes,
so that we can normalize any such problematic rule sets definitions.

Figure 18 shows example policy rules inferred through our approach. Each rule has a
source and destination for connectivity that is observed to be allowed through the
firewall(s). Sources or destinations can be single IP addresses, such as the source for the
first example rule. They can also be ranges of IP addresses, according to network masks
as defined in actual firewall device configurations. In the example, the second rule has
such a source. Our policy model also allows the special case of “any” source and/or
destination, meaning all possible IP addresses (e.g., the destination for the first example
rule).

firewall
“rule (5)
O source @ destination
1 “ source “ destination
1 Fip xx4.175 | Tip any
= protocol any
| = port 0
2 “source ‘| destination
“ip xx.216.0 | Tip x.x.10.2
| ' mask 24 = protocoltcp
| ¥ port 80
3 “source ‘| destination
JFip xx.216.0 | Tip x.x.10.2
= protocoltcp
| = port 443
4 “/source ‘| destination
ip xx.216.0 | Z1ip any
| " mask 24 = protocoltcp
| = port 22
5 “source ‘| destination
4 Fip any Sip x.x.216.0
“mask 24
= protocoltcp
Ll | ¥ port 0

Figure 18: Example inferred firewall policy rules.

Our policy model also includes traffic protocols and destination ports for rules. This
means that only the specified protocols and ports are allowed in the observed traffic. In
our model, ports apply to destinations only (i.e., source ports are irrelevant), since an
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attacker can set their source port as needed. Our inferred firewall policies are combined
with knowledge of the vulnerabilities inferred for network targets, yielding single-step
attack vectors to be combined into overall attack graphs.

In this approach to firewall inference, the stealthy insider never reveals its own
address, i.e., it spoofs the addresses of other network hosts being targeted. Thus there is
near zero risk of the insider being detected. This approach works through multiple layers
of firewalls for inferring the combined effects of all firewall rule layers. Unlike purely
passive approaches, we do not rely on opportunistic analysis of normal traffic. Instead,
our cooperating outside agent probes from outside the network the insider remains
undetected.

4.2 Opening Firewall Holes via Insider

In this mode, rather than only testing/observing existing firewall holes, we leverage
the vantage point of the insider to actually open new firewall holes to the outsider. To the
adversary employing standard intrusion detection technology, this appears as simply a
normal outbound connection. But in this case, the insider is spoofing an inside target to
set up the outbound connection state.

This technique exploits a flaw in the current generation firewalls, and gives the
outsider unrestricted access to target hosts on the inside. The inside agent sends a SYN
packet to the outsider, spoofing a target insider host.

Figure 19(a) depicts the usual situation when an outsider attempts to connect to an
inside network protected by a firewall. Assuming no firewall holes (allow rules) are
available from the outside, the attacker’s TCP SYN packet for establishing a connection
is dropped by the firewall. However, the firewall allows traffic to flow unblocked inside
the network, so that inside hosts can connect to one another’s services via the usual TCP
handshake (SYN, SNY-ACK, ACK).

. Hole Opened
Outsider Blocked ) P
H By Inside Agent
: . . EE
L Outsider |:§I?I?I‘ I 1.SYN (spoofed) .

N ¥ - ~ xx.1.2:80, x.x.2.3:80 Outsider
4 et &() % X : X.X.2.3
ol 2|z gz Firewall
—|< >|< o]«

X O] % % I

XX ol
Target
SR Target 2.SYN

) x.x.1.2:80 x.x.2.3:80, x.x.1.2:80
3.SYN-ACK
x.x.1.2:80, x.x.2.3
4. ACK

(a) (b)

Figure 19: Inside agent opening firewall hole for outside agent.
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Figure 19(b) shows our novel technique in which the insider opens a temporary hole
in the firewall, allowing an outside agent to reach a target host on the inside. The insider
sends a packet to the outsider, spoofing the target host as the source address. Firewalls
are generally configured to allow such inside-initiated traffic. The spoofed packet sets a
state in the firewall in which subsequent traffic between the source/destination IP address
and TCP ports are allowed. In this case, this opens a temporary hole for a service on the
target host.

Without prior communication or agreement, the insider cannot predict the TCP port
that the outsider will use to connect to the target. In fact, using the usual client
applications, the outside host does not know the port that will be allocated by its OS
network stack. We thus attempt the connection, detect the allocated port, and then use
the next highest port number as the likely next one allocated (shown in Figure 20).

15:23:55.503187 IP (tos OxO0, ttl 127, id 4088, offset 0, flags [DF], proto: TCP (6), length: 52)
129.174.10.10.ms-wbt-server > 129.174.10.20.rvs-isdn-dcp: ., cksum 0xd973 (correct), ack 13076 win
6368077\nop,nop,tim%stamp 535574 1011’§\6102>

RouterIP address RD server port Outsider IP address RD client port (dynamic)

Figure 20: Outsider detects own allocated client port.

The outsider then uses the firewall hole to communicate its predicted next allocated
port to the inside agent. This packet is sent to the spoofed inside target, but observed by
the inside agent. The insider then spoofs a second packet, this time with the outsider’s
predicted next port number. A subsequent connection attempt by the outsider is then
successful.

We have implemented this stealthy active approach in our laboratory network. Using
a network configuration as in Figure 19, we implement the firewall function with a router
configured to perform network address translation (NAT), with no port forwarding rules
to allow connections from the outside. With NAT, the outsider sees only the external IP
address of the router, so any attempts at scanning or otherwise compromising the inside
network are unsuccessful.

The target host is running Windows XP, which by default allows connections to its
remote desktop service [16], which allows another host to control its desktop remotely.
Our inside agent opens a hole in the router, allowing the outside agent to connect to the
target host and remotely control its desktop.

Figure 21 shows the insider spoofing the first packet to open a hole in the router,
communicating the target IP and port to the outsider. It then monitors inbound traffic,
looking for the response packet from the outsider. At this point, it sends a second packet,
opening a hole for the outsider’s remote desktop client port.
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motroot@ubuntu:/mnt/hgfs/shared/firekill/remoteDesktop$
motroot@ubuntu:/mnt/hgfs/shared/firekill/remoteDesktop$
motroot@ubuntu:/mnt /hgfs/shared/firekill/remoteDesktop$ sudo .,/callOutsider.bash

TCP Packet Injected

motroot@ubuntu:/mnt/hgfs/shared/firekill/remoteDesktop$ sudo ./openOutsiderClien
[tPort.bash

Sending packet to open hole for Outsiders remote desktop client port...

it Parse tcpdump to get the Outsiders client port
[Extracting IP address and TCP port from tcpdump...
Dutsider client port is: 1392

Dutsider client port is 1392

TCP Packet Injected

motroot@ubuntu:/mnt/hgfs/shared/firekill/remoteDesktopd [92954.0868221 sd 5:0:0:
0: [sdb] Assuming drive cache: write through

[92954.104008]1 sd 5:0:0:0: [sdb]l Assuming drive cache: write through

motroot@ubuntu:/mnt/hgfs/shared/firekill/remoteDesktop$ _

Figure 21: Insider spoofs target host packets that open firewall.

Figure 22 shows the sequence of events on the outside agent host. The outsider first
receives the spoofed packet from the target network, containing the target IP address and
port. It attempts to connect to that target with its remote desktop client and fails. It
observes the port number allocated by its OS, and then uses the firewall hole to send that
message to the inside.

3
File Edit View Terminal Tabs Help
[root@localhost remoteDesktop]# ./tellMyClientPort.bash

[»]

Telling my remote desktop client port...

WARNING: Attempted connection to remote desktop (CTRL-C to abort)?

Extracting IP address and TCP port from tcpdump...

Source IP address:
129.174.10.20
Source port:

1391

Destination IP address:
129.174.10.10
Destination port:

3389

My remote desktop client port is 1391
TCP Packet Injected E
[root@localhost remoteDesktop]# rdesktop -u jdoe -p jdoe 129.174.10.10

Figure 22: Outsider tells insider its next client port number.

After the insider sends a second packet with the correct client port, the outsider
attempts to reconnect to the target’s remote desktop service. This time the attempt is
successful, and the outsider takes control of the target host, as shown in Figure 23.
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'@\ ‘ B root@localhost:/mnt/hgfs/sharedffirekill/re... “ [ rdesktop - 129.174.10.10 |E

Figure 23: Outsider has taken control of inside target host.

From the firewall’s point of view, this looks like the spoofed insider trying to
establish a normal outbound connection. The firewall then allows subsequent traffic
between the outsider and the spoofed insider, giving the outsider full access to the target
(IP address and port). For this technique, the inside agent sends only single packet, and
never reveals his own address.

5. DISCOVERY OF LAYER-2 TOPOLOGY

Firewalls and routers filter traffic at the Network Layer (Layer 3) [17], e.g., TCP/IP.
But there is growing use of devices (switches) that provide connectivity at the Data Link
Layer (Layer 2). For mapping the topology of target black-box networks, an important
requirement is having accurate knowledge of Layer-2 connectivity.

We introduce an automated approach for discovering Layer-2 topology [18]. This
approach leverages Layer-2 forwarding behavior. It creates packet probes that reveal and
monitor underlying ethernet network topology. In some scenarios, this approach works
for Layer-3 network elements as well.

Unlike previous approaches, we do not depend on network support, e.g., special
protocols, management software or even software agents running on target network hosts.
This approach is therefore ideal for black-box network topology discovery. We measure
network physical propagation parameters including Round Trip Time (RTT) and packet
loss to infer the position of switches and connected hosts. We demonstrates accurate
discovery of physical network topology, with reasonable computation time even for fairly
large networks.

In previous work, there have been few solutions for automatic physical topology
discovery, and none of them are appropriate for black-box networks. These generally
rely on very restricting deployment scenarios, such as support for Simple Network
Management Protocol (SNMP) [19], vendor-specific products, or pre-installed software.
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We introduce a novel approach that automates the topology discovery of the ethernet
infrastructure of black-box networks. This approach explores the network from one or
more vantage points using a specially crafted sequence of Address Resolution Protocol
(ARP) [20] and TCP ping probes.

As shown in Figure 24, we employ a two-phase algorithm that exposes the structure
of the underlying ethernet network observed from each vantage point. During the first
phase, local hosts are discovered through ARP and ping broadcast requests, obtaining
approximate network distance from the probing point in terms of Round Trip Time
(RTT). Through statistical analysis we accurately estimate the number of intermediate
hops to generate a rough map of the underlying network topology.

Hop 2

Figure 24: Exposing network structure from a vantage point.

The second phase (independent and complementary to the first phase) transmits
specially crafted ARP packets to every host. These packets leverage updating of ARP
forwarding table in ethernet switches to measure the common physical segments between
pairs of probed hosts. At the end of the second phase, we have a relative distance map.

We combine the hop distances from the first phase with the map from the second
phase to construct a complete map of the physical topology of the target network. We
can do this because in an ethernet network point all networks can be modeled as trees
[21]. Therefore, all paths from the probing point (root) to two different nodes (leaves) of
the tree are Y-shaped. Knowing the distance from the root to each leaf (from the first
phase) and the length of the shared part of the two connecting paths (from the second
phase) we infer the complete topology.

5.1 Network Distance Inference

The first phase of our approach estimates network distance in terms of hops between
the probing point and each reachable host. We measure the RTT of TCP ping packets
and tune a linear model for pair-wise network distances. To initially enumerate reachable
active hosts, we send a broadcast ARP packet to get their MAC addresses, and then send
a standard ARP packet to each host to discover IP addresses. Our experiments
demonstrate that larger packet sizes (i.e., Jumboframes [22] versus standard Ethernet
frames) provide more accurate measurements.
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Our experiments show that the sorted answering times of a single host have a typical
pattern. This pattern has a central plateau representing steady state network behavior,
with two outer zones for exceptionally fast/slow answering times (considered noise). We
introduce a first-order derivative filter extracts the central plateau. This is shown
in Figure 25. In the figure, there are four hosts with growing topological distance (hops).
The blue area shows the data extracted by the filter. This reduces the average confidence
interval (95%) from 12.30us to 1.68us (86.34% improvement).

0.0012
0.0011 //,)
S 4 hops _Ij” ]
0.001 4 e
..3)_-1 0.0009 _73-hops __[//_—/
£ S _/
= 0.0008 + 2 hops
+ 0.0007 +
I: 1 hop
~ 0.0006 -
0.0005 ——— measured data |
e sed data
0.0004 : , : .
0 200 400 600 800 1000

Figure 25: Plateau isolation filter improves estimation of network distances.

In general, the measured RTT between two hosts A and B is the sum of the time the
packet spends in these places:

Network interface A

Peripheral switch connected to A
Internal networking (unknown topology)
Peripheral switch connected to B
Network interface B

The probe has two network interfaces with known time for ping packet generation. We
can leverage the probe timing information to compute switching time of any intermediate
Layer-2 switching device to which it is connected. For directly connected switches, we
use two local hosts (source and destination), with switching times through a simple
difference.

We then estimate the intercept and slope of the line modeling the growth of the RTT,
as shown in Figure 26. From this we infer actual distance: a measured RTT is compared
to predicted RTTs and inherits the distance from the closest one. For all our test cases (in
our laboratory and in Deterlab [23]), we correctly infer all distances where Jumboframe
support is active.
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Figure 26: Inferring network distance from RTT growth model.

5.2 Shared Path Inference

The first phase of our topology discovery gives the distance from the probing point to
each reachable host. But this alone is not enough to reconstruct the complete topology.
We know a certain number of hops are needed to reach a host, but not their relative
positions. Our second phase amends this and estimates approximate distances between
host pairs. For two hosts A and B with hop distances D and Dg from the probe, we find
parameter Sap representing the degree of overlap between paths from probe to each host.

Sap =Di = Dp Hosts A and B are connected
to the same switch, and the
two paths connecting them
to the probe are completely
overlapped.

Sap =min(D4.Dg) | One of the paths is a proper
subset of the other one:
to reach the farther host a
packet sent by the Probe
needs to reach the switch
connecting the closer host
and then continue its travel.
Sap <min(D4,Dg) | Thetwo paths connecting the
Probe to host A and B share
Sap hops and then split.

Sag =1 Only the first switch is
shared by the two paths.

Figure 27: Parameter representing path overlap from probe to two hosts.
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Figure 27 shows possible values of Sag (non-zero because the switch to which the
probe is plugged is shared by all paths). To measure Sap, we inject two ARP streams:
one is broadcast for ARP spoofing; the other is directed to a single host to sample
network status.

As an example, consider the switch-based topology in Figure 28. We measure
parameter S for host pairs Target to Host 1 (Stu;) and Target to Host 2 (Sti2).

TARGET

192.168.1.3
00:26:4A:00:D6:BC

192.168.1.2
00:24:E8:28:CC:B6

192.168.1.5
00:1D:09:D6:07:3F

192.168.1.4
00:1D:09:D6:07:79

Figure 28: Example network for Layer-2 topology discovery.

As shown in Figure 29, the probe sends a broadcast request containing (as sender
MAC) the address of the target host. As sender the probe uses its own real IP address,
and as receiver it uses the IP address of the Target host. Since the network has only
Layer-2 or Layer-3 switches, we use only the Ethernet header for forwarding and
updating forwarding tables.

When this stream propagates through the network, all the crossed switches update
their forwarding tables to forward the traffic directed to the Target host to the Probe
(coherently with the broadcast Ethernet header). This affects only the switches along the
path between the two hosts. When the target host sees the stream, it creates a stream of
answers directed to a host that has its same MAC address but a different IP. These
answers travel back to the probe, forcing the switches to again update their forwarding
tables, restoring the initial condition.
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| Probe ARP broadcast request

Ethernet || from MAC | 00:26:4A:00:D6:BC
to MAC | broadcast
ARP from MAC | 00:26:4A:00:D6:BC
IP | 192.168.1.2
to MAC | broadcast
IP | 192.168.1.3

| answer from Target host

Ethernet || from MAC | 00:26:4A:00:D6:BC
to MAC | 00:26:4A:00:D6:BC
ARP from MAC | 00:26:4A:00:D6:BC
IP | 192.168.1.3
to MAC | 00:26:4A:00:D6:BC
IP | 192.168.1.2

Figure 29: Broadcast ARP request and answer.

Figure 30 shows the final effects of this broadcast ARP stream on the forwarding
tables of the switches in the target network. For a certain period of time, each switch

along the path will forward packets directed to the target host to the probe.

Temporary Diverting Window (TDW) is minimal for the switch directly connected to the

Target host, and grows linearly getting closer to the probe.

Switch 1 Switch 2

Switch 3

o
=]
8

time

kgﬁi‘fi"—r-—h-
— [

Regular forwarding

23

Target
Host

[ Diverted forwarding

Figure 30: Effects of broadcast ARP stream on switch forwarding tables.




The second ARP stream measures the size of the TDW created by the first stream, to
infer the shared part of the two paths. It is a series of ARP requests to another host, with
target MAC as sender address for the ARP protocol and real probe MAC address in the
ethernet header. Figure 31 shows the configuration of the stream to Host 1. Each packet
generates an answer packet coming from Host 1. Since the answer packet must be
delivered to a MAC address shared by both probe and target host, its actual forwarding
path will depend on the state of the forwarding tables of the intermediate switches.

| probe ARP direct request |

Ethernet || from MAC | 00:24:E8:28:CC:B6

to MAC | 00:1D:09:D6:07:3F

ARP from MAC | 00:26:4A:00:D6:BC
IP | 192.168.1.2

to MAC | 00:1D:09:D6:07:3F
IP | 192.168.1.5

‘ answer from Host 1 ‘

Ethernet || from MAC | 00:1D:09:D6:07:3F

to MAC | 00:26:4A:00:D6:BC

ARP from MAC | 00:1D:09:D6:07:3F
IP | 192.168.1.5

to MAC | 00:26:4A:00:D6:BC
IP | 192.168.1.2

Figure 31: ARP direct request and answer.

If the second stream is directed to a direct neighbor of the target (e.g., Host 1), the
vast majority of answers will be forwarded to the target, since the TDW on the last switch
is very small. If it is directed to a host closer to the probe (e.g., Host 2) a larger number
of packets will be diverted to the probe. This stream of packets is a form of sampling,
1.e., each packet gives information about the status of the temporal window.

6. NETWORK MONITORING AND CHANGE DETECTION

Continuous improvements in the forwarding capacity of Layer-2 switching devices
are re-shaping the networking landscape and present new challenges to black-box
network inference. Multitudes of endpoint devices such as laptops to smart-phones are
connected to target networks using switching infrastructure. This makes network
topology discovery and monitoring even more challenging, but provides new
opportunities for network attack.

We describe scalable fingerprinting mechanisms that can monitor network topology
changes, detect new active devices, and identify changes in available capacity of target
networks [24]. These mechanisms can also automatically generate the connectivity
mapping of large-scale network topologies and report any modifications. Efficiency and
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accuracy of these mechanisms have been experimentally validated on mixed-speed and
mixed-vendor networks.

Our goal is to measure various aspects of a target network state automatically and
periodically identify changes in the underlying network topology, network devices, end-
point systems, and network capacity. In our approach, detecting changes is a matter of
simple statistical analysis, showing deviation from a baseline state.

We extract topological information from the network through measuring, for any two
hosts, how the paths connecting them to a network probe relate to each other. Two
streams of ARP packets are crafted to sample the network state. Our technique of
triangular sampling allows us to create a snapshot of the current topological state of the
network. The extracted information can be used to monitor evolution of a target network.

6.1 Triangular Sampling

We perform a triangular sampling operation to gather information about the network
topology. Each triangular sampling produces two streams of ARP packets, and explores
the network connectivity between the probe and two other hosts. We perform the
samplings on any two active hosts: one host acts as Target (T) and the other one as
Support (S).

Each sampling is independent from the others, allowing us to break the measuring
process into several sessions for maintaining stealth. To perform a single triangular
sampling two ARP streams are injected in the network: one is broadcast and performs an
ARP manipulation technique focused on target host T, the other one is a stream of
gratuitous ARPs directed to S and is used to sample the status of the network.

The first ARP stream is a broadcast request containing, as sender MAC, the address
of the target host. When the stream propagates through the network all the crossed
switches update their forwarding tables to redirect the traffic addressed to the target host
to the probe, coherently with the broadcast Ethernet header. That change actually affects
only the switches along the path between the two hosts, since all other hosts need to pass
through the connecting path anyway.

The stream reaches the target host it answers with a stream directed to a host that has
its same MAC address, but a different IP. This stream of answers travels back to the
probe, and forces all the switches to update again their forwarding tables, restoring the
initial condition. Each switch along the path, for a certain period of time, will forward
the packets directed to the target host to the probe. This diversion window is minimal for
the switch directly connected to the target host, and grows getting closer to the probe.

The second stream is used to sample the size of the diversion window created by the
first stream. It consists of a series of gratuitous ARP requests to another host, using the
target host MAC as sender address for the ARP protocol, and using the real probe MAC
address in the Ethernet header. Since the answer packet must be delivered to a MAC
address which is shared by the probe and the target host, its actual forwarding path will
depend on the state of the forwarding tables of the intermediate switches.
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If the second stream is addressed to a direct neighbor of the target host, the vast
majority of the answers will be forwarded to the target host, since the diversion window
on the last switch is minimal. If the second stream targets a host closer to the probe, a
bigger number of packets will be diverted to the probe. Our triangular samplings wield
information on the current topology status. In particular, it can be used to infer the extent
of overlap in the paths connecting the probe to any other two hosts.

Triangular samplings modify network connectivity for a brief period of time. This
change is very limited, especially with guaranteed delivery protocols such as TCP. A
single triangular sampling lasts for a RTT between the probe and a target host. Of that
time, only a fraction causes actual connectivity disruption.

Still, we introduce an extra safeguard for ensuring stealth. If the probe starts
receiving regular traffic addressed to the target host (or if it receives more than a fixed
amount of packets), it immediately stops testing. In our experiments, with this safeguard
in place there was no measurable disruption in connectivity.

On average, we observe generated network traffic of 16 Kbps during triangular
samplings. From the network point of view this is negligible overhead on the target
network infrastructure.

6.2 Topology Reconstruction

We introduce the network distance matrix, which is an alternate representation of a
network tree topology. We can infer the distance matrix from triangular samplings for
network topology reconstruction.

In a given tree topology, with a chosen root node, we can define the distance from the
root to any leaf node. Intuitively, this distance represents the number of network devices
that need to be crossed by a packet traveling from root to leaf. The two paths connecting
the root to two nodes will overlap to some degree. We measure the common part of the
two paths, for any two hosts, in a symmetric distance matrix. Figure 32 shows a distance
matrix for an example network.

Host A Host B Host C Host D
| [A[B[C[D[E|F|G]
A - (3122|221
B3]|-]2|2]2]2]|1
Cf21]2]-14|3]3]|1
Df2]2|4]|-]3]3]|1
Ej2(2|3|3]|-14]|1
Fill2|2|3|3]|4 1
G|l 1]|1]1 L |11 -

(b)

Figure 32: Example network topology (a) and its distance matrix (b).

26



The distance matrix is unique for any tree topology, and we can build one starting
from the other. In particular, our probes measure host distances, yielding the distance
matrix, from which we infer the network topology.

Triangular samplings have a direct relationship with the distance matrix. Figure 33
shows the triangular samplings from a sample network topology. The samplings tend to
cluster, and in a homogeneous network follow a linear model. Our experimental
evidence shows that hierarchical clustering performs better in separating the values for
inferring the distance matrix from the matrix of all triangular samplings.
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Figure 33: Clustering triangular samplings.

A complete sampling of the whole network requires a triangular sample for each
possible pair of hosts. The time required for a full network exploration grows
quadratically with the number of hosts. A single triangular sampling takes 15-20
seconds, depending on network speed. With 100 hosts, a naive complete sampling would
take about 27 hours.

To reduce the number of tests, we introduce a technique that eliminates the intrinsic
redundancy of full network explorations and allows us to extract topology information
without doing a full host-to-host sampling.

Hosts connected to the same switch share the same topological information. Each of
these “island” hosts can be considered a single entity made by homogeneous components.
All hosts from a specific island will expose a similar behavior toward triangular
samplings, since only the topological position influences the tests. We can then select a
single host from each island and use it as a representative for all other hosts sharing the
same switch.

The actual gain of this method depends on host sampling order and on the specific
topology shape. Flat topologies with many hosts per island will allow a great reduction
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in the number of required samples. Very vertical topologies with many small islands will
limit its effectiveness. For an experimental network with 30 switches and 90 hosts we
measure an effective reduction of triangular samplings between 534% and 796%.

6.3 Experiments

The target of our experiments is to validate the ability to correctly infer the distance
matrix, since it is equivalent to the network topology.

In our experiments, we use the Mininet [25] on a Dell PowerEdge R715 server with
128 GB of Ram and two 12 core CPUs. The Mininet environment facilitates the
implementation and testing of new ideas in network research. It exploits Linux kernel
name-spaces to simulate hosts with their own network stack. Mininet exposes a python
software interface to define the networks, which allow us to easily implement large scale
topologies for testing.

In our experiments we simulate networks with up to 30 switches and up to 90 hosts.
Figure 34 shows a sample topology from our experiments. Our test topologies have three
hosts per switch. We classify the topologies on their depth, i.e., the maximum distance of
a host from the probe.

S wﬂch 0
N Probe Router
Switch 1 Switch 3

Switch 4

Switch 5

Switch 2
W'tC“ 13 Switch 9
Switch 8 N\
Switch 6 Switch 17
Switch 11 Switch 16
witch 12 \ witch 21
Switch 19 \
Switch 20 \
Switch 14
Switch 7 ¢ Switch 25
Switch 24 N\
Switch 15 witch 29

Figure 35 shows the averages of the clustering correctness for several values of
network depth and number of hosts. The lines marked as linear indicate a simple line
topology, where no branches were present. This topology is the simplest configuration,
which we use as an experimental reference. For nonlinear topologies, we test different
configurations and report the averages of clustering correctness.
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Figure 34: Example network topology for testing.
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Network Hosts
depth number | Correctness (%) | Linear

3 21 100.00 v
4 27 100.00

5 33 100.00

6 18 100.00 v
6 36 98.76

6 60 96.76

7 21 100.00 v
7 54 95.85

7 90 89.76

Figure 35: Clustering correctness for various network sizes.

Our approach correctly detects all the tested network topologies up to depth five. At
depth six there are a few clustering errors, caused by a less sharp division in triangular
samplings values. Still, with very wide topologies of depth seven we limit errors to about
10% of the network hosts.

7. MULTI-STEP ATTACK GRAPH MODELING

As described in Section 3.4, we passively infer communications to sets of hosts in a
local segment, and use that information to build a model of the target network for attack
graph analysis.

In particular, as an initial model, we use the TTL field of IP packets to distinguish
hosts as either inside or outside the local network segment of a passively observing agent.
In this case, the agent observes 3,833 packets over a period of 11 minutes, from which we
infer 119 hosts on the local segment and 47 outside hosts. Communication between a
pair of inside and outside hosts is modeled as a connection to a potentially vulnerable
client or service on the inside host.

The resulting attack graph in Figure 36 shows the attack paths from outside hosts into
hosts in the target network. The summary view in Figure 36(a) shows 24 different attack
vectors into the target network. Expanding to the view in Figure 36(b), this shows that all
24 potential attack vectors are against a single target host.

There are 118 additional hosts in the target network (aggregated to a single graph
node), but none of those are exposed directly from the outside. This initial model does
not distinguish whether outside hosts are actually in the same or different segments, i.e.,
all outside hosts are placed in a common protection domain.
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Figure 36: Attack graph showing outsiders attacking insiders.

For a more refined attack graph model, we use TTL values to infer traffic as
originating in separate (versus a common) source segments. The resulting attack graph
shows potential attackers as starting from different network segments (modeled as
protection domains), based on differing TTL values from the source hosts.

This relies on the fact that operating systems generally set a packet’s initial TTL to a
known value, e.g., 64, 128, or 255. Network devices decrement TTL, so we use TTL to
infer the number of hops from the initial source host. In this way we group hosts by
common TTL values (more specifically, common deltas from default values). This is
necessary but not sufficient for accurately predicting hosts in the same segment, though
we could further group by IP address similarities. Figure 37 is the histogram of observed
values TTL, e.g., showing large number of packets with TTL = 128 (originating from the
local segment).
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Figure 37: Histogram of observed TTL values.
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In this more refined analysis of TTL values, if a host sends a packet with known
(powers of 2) initial value, we infer that it is in the local segment of the inside observing
agent. In this case, we infer 119 inside hosts.

Outside hosts (47 inferred hosts) that send packets to inside hosts are then grouped in
separate protection domains (14 inferred outside domains) according to common source
TTL values. These outside hosts are modeled as having connections to potentially
vulnerable software on an inside host, i.e., in our database of modeled attacker
exploitations. Figure 38 shows the resulting network model, which we use as input to
multi-step attack graph analysis.

network

4 domain (15

= name {} machine
1 adversaryinside| * machine (1158
2 oputsiders_105 | &/ machine (2

= pame {} connection
1 |65.55.194.61 connection
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Figure 38: Network model with attackers in multiple segments.

Figure 39 shows the attack graph resulting from multi-step attack analysis of the
network model in Figure 38. This shows potential attacks originating from each of the
outside protection domains, where these domains are based on our TTL analysis. From
the top of the figure, this shows that there are 7 outside segments that each has a single
attack possible against the target segment. Similarly, from the bottom of the figure, there
are 4 outside segments that each has 2 possible attacks against the target, and 3 outside
segments that each has 3 possible attacks against the target.
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Figure 39: Attack graph with attackers in multiple segments.

In this attack graph, still only single-step attacks appear, although from multiple
origins. This is a result of deploying only a single inside observing agent, which has a
limited view of network traffic. That is, TTL values only give the number of network
hops between source hosts and the observing agent.

Vantage points in multiple segments are needed for inferring potential attacks among
other segments. Thus, multiple inside agents deployed in different segments of a target
network yield more complex multi-steep attack graphs.

Figure 40 shows our full-featured tool for interactive attack graph analysis and
visualization. This tool was developed for active scanning of white-box networks, i.e.,
for network attack defense [26][27][28][29][30]. In this project, we populate our attack
graph tool via passive and stealthy active inference of black-box networks, for strategic
attack planning.
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Figure 40: Tool for attack-graph based strategic planning.
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